OFFICE OF THE DATA PROTECTION COMMISSIONER
ODPC COMPLAINT NO. 869 OF 2023

JOHN OTTENO.cosascnmmsanmsnunsusssssssscsnnssessansnnsans . COMPLAINANT
-VERSUS-
CERES TECH LIMITED T/A ROCKETPESA...... veeeeveerennns enessnsnnns RESPONDENT
DETERMINATION

(Pursuant to Section 8(f) and 56 of the Data Protection Act. 2019 and Regulation 14
of the Data Protection (Compiaint handi 17 Procedure and Enforcement) Regulations.
2021)

A. INTRODUCTION

1. The Constitution of Kenya 2C1(, under Article 31 reccgnizes the rignt to privacy.
Consequently, in an effort to further guarantee the same, the Data rotecticn
Act, 2019 (hereinafter as “the Act”) was enacted. Sectior 8 (1)(F) of the Act
provides that the Office can receive and investigate eny ccmplant by any
perscn on infringements of the rights undar the Act. Furthermore, Section 56(1)
provides that a data subject who is aggrieved by a decision of any person under
tne Act may lodge a complaint with the Data Comimiissioner in accordar.ce with
the Act.

2. The Office of the Data Protectior. Commissioner (hereinafter as “the Ofiice”) is
a regulatcry Office, established pursuart to the Data Protection Act, 2019, The
Office is mandated with the responsibility of regulating the processing of

personal data; ensuring that the processing of personal data of a data subject
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is gui-led by the principlas set out in Section 25 of the Act, protecting the privacy
of indlividuals; establishing the legal and institutional mechanism to protect
personal data and providing date subjects with rights and remedies to protect

their personal data from processing that is no® in accordance with the At

3. The Office received a complaint on 26 May, 2023 by John Otieno (hereinafter
as “the Complainant”) against Ceres Tech Limited (hereinafter as “the
Yespondent”) and pursuant o Section 56 of the Act and Regulation 14 of the:
Data Protection (Complaint andling Procedure and Enforcement) Regulations,
2021 (hereinafter as “the Regulations”), has conducted investigations into the

corrplairt.

4, The Offica ir. exercise of its mandate as envisaged under the Act and in the
promotion of justice, notified the Respondent of the complaint filad against it

via a letter dated 2" June, 2023 and required its respor.se within 14 days.

5. On 16% June, 2023, the Office having not receivec a response to the
aforamentioned notification of complaints letter dated 27 June, 2023, reminded
thie Respondent to provide its response via a lettel dated 16t June, 2023. The

Office gave “he Respondent 7 davs to respond te the notification of complaint.

6. The Respondent via a letter datad 16 June, 2023 responded to the Notification
of Con plaint letter.

S

Upon receipt of the aforementdoned correspondences and documents,
investigations were conducted as required by Reguiation 13 (1) of the Data
Protection (Complaint Hardling Procedure ancd Enforcement) Regulations,
2021,

8. This Jetermination is pegged on the provisions of Regulatior 14 of the Data
Protection (Comolaints Handling Procedure and Enforcement) Rzgulations,
2021 which states that the Data Commissioner shall, upon the conclusion of
the investigations, make a dete;mination based on the findings of the

‘nvestigations.
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B. NATURE OF THE COMPLAINT

9. The Complainant alleged tha': the Respondent. sent unsolicited promotional
messages to his number regarding a loan product and that despite asking the
Respondent: to stop, he still receives the messages every day. He further zlleged
that: he has never signed up for the Respondent’s services.

C. THE RESPONDENT’S RESPONSE

10.In response to the allegation of sending unsolicitac’ messages ragarding loan
products despite being asked to stop, the espondent stated that it notifies its
customers on collection of their persorial dasa and its use in marketing. It
further stated that clause 9 of its data protection policy states, “We may
occasionally send vou push notificaoiions through our mobile apalicaticn to send
you marketing inessages and other service cr transaction related notifications
tha: may be of importar:ce to you. You may at any time opt out from receiving
these lypes of comniunications by turning them off at the divice /ave/ throuzh
your settings or through the mobile application settings. Further, by using our
servicess, you agree that we may, as necessary é&nid appropriaie for the
purposes, transier and disclose any customer inform atior with your permissions
or'as may be required by relevant laws to the following recipierits whio may also

process, transfer and disclose such Customer Informaticn for the Purgoses.
Any Ceres Tech Staff (invernal or external);

The bank;

Third-party service providers under contract with the Company that help us
With our business operaiions, such as transaction processing, fraud prevention,

and marketing. We share your personal information with these companies only

as necessary to provide you with our service,”
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11.The Respondent stated that c ause 19.1 of its Data Privacy Policy states, "Note
thet your express consent shall only be required when we nezed o share
information to thircd parties for the purpc ses of marketing and ror transferring

such information outsid2 Kenya.

We shall not req:iire your consent where such information s necessary for
nationel security or public interest purposes or the disclosure is requirec by an
order of the court. :

The: consent shall be specific to the purpose or° processing.

The consent shall be given eectronically through ticking & box after

electronically filling our consent form.

You have a right to withdraw the consent at any time. Notzworthy, the
withdrawal of consent shall not affect the lawfuiness of processing based on

prior consent before its withdrawal,”

12.The Respondent further stated that it had nct engaged any third parties to
market its products and that ii it does, it sha!l require its customers to sign a
consent forr which is attached to its policy allowing it to share information to

third party marketers.

13.Further, the Respondent advised its clients to read its policies before agreeing
to its terms and conditions and signirg up to use its loan services. Additionally,
it stated that, where the client agrees to their use end sharing of their
information for mén(eting nUIpoSes, theey can only withdraw such consent: as
higlighted in clause © above of its data protaction policy by oating out of
receiving such communication by turnirig them off at the device level through

their settings or through the maobile application settings.
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14.The Respondent also stated that its clients can comimunicate to it through the
commiunication channels it has provided in its policies 2nd that any "equest to
stop receiving marketing messages sent to sther numbers or emails not iisted
in its policies might not get to it, for instarice in this case, the Complia:nant sent
the requests to contacts cifferent from the contacts they are advised *o raach
in such a situation and that the requests cid not get to the company and as
such it couldn't act.

D. 1SSUES FOF. DI:TERMIMNATION

i.  Whether the Complainant had signed up for the Respondent’s services.

ii.  Whether prior consent was sought and obtained from the Cornplainant
before collecting his personal data and using it to sand promoticnal
messages to him.

iii.  Whether the: Respondent: provided a simplif ed opt out mechiznism to the
Complainant to its promotinrial messages.

iv.  Whether there was any infringemerit of the Complainants’ Rights as data

subjects as provided for in the Data Protection Act, 2019,

E. ANALYSIS AND DETERMINATION
WHETHER THE COMFLAINANT HAD SIGNED UP FOR THE RES PONDENT'S
SERVICES

15.The Complainant alleaad that the Resporident sent him urisolicited messages
regarding a loan procuct Jesoie having never signed up for the Respondent’s
services. The Cemglainant produced screenshots of the messages sent to him
as proof.

16.The Respondent did not provide any evidence of the Complainant subscribing
to its loan products or opting in, to receive its promotional messages..
17.The upshot is that the allegation that the R2spondent sent unsolicited messages

regarding & loan product to the Comp'ainant, despite hir1 having never sicned
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Ii.

up for it, remains uncontroverted and therefore this office finds that the

Complainant did not sign up for the Respondent’s services.

WHETHER PRIORN. CONSENT WAS SOUGHT AND QBTAINED FROM THE
COMPLAINANT BEFORE COLLECTING HIS PERSONAL DATA AND USING
IT TO SiiND PROMOTIONAL MESSAGES TO HIM

18. The Complainant alleged that :he Respondent sent unsolicited messages about

its loan preduct desspite him having never signed up for its services.

19.The Respondent in response to the above allegation stated that it cbtains
congent electronically from its clients through ticking a box after electronically

filling ™*s consent form,

20. The Respondent did not adduce a copy of the filled consent form or evidence
of the Coniplainant having electronically ticked a boi< to signify that he had

ronsented to raceive promctional massages from the Respondent.

21. Section 37 (1)(a) of the Act states that, “.4 person shall not use, ‘or commercial
purposes, personal dat: obtained pursuant to the orovisions of this Act unless

the person has sought and obtained express ccnsent from a data subject.”

22.Szction 32 (1) of the Act states that, "A caia controller or a dala processor shell
bear the burden of proof for establishing a aata subject’s consent to the

processing of their personal data for a specified purpose.”

23.With rn» evidence being tabled by the Respondent to prove that it obtained prior
cansent from the Complainant before sending him promotional messages, the
upshot is that this office finds that the Respondent did not seek arid obtain
consent from the Complainant before processing his personal data. Further, the

Respondent not discharge its burden of proof for estahlishing that consent was

ODPC/CONF/1/7/4 VOL 1(23) Page 6 of 11

,I/



ITI.

obtained from the Complainant before using his parsonal dats for commercial
purposes centrary to Section 37 of the Act.

WHETHER THE RISPONDENT PROVIDED A SIMFLIFIED OPT OUT
MECHANISM T) THE COMPLAINANT TO ITS PROMOTIONAL MESSAGES

24.The Complainant indicated that despite asking the Respondent to stop Sending
promotional mussages to him, he still receivec them. He produced a screenshot
of a message instructing the Respondent to stop sending him promotional
messages as praof.,

25.The Respondent on the other hand stated that one can only opt: out of receiving
promotionzl messages by turning them off at the device level through their
settings or through the mobile applicatior: settings. In addition to that, thay can
communicate to it through the cormunication channels it has provided in its
policies. '

26.The Respondent further stated, “Unfortunately, any request to Stop receiving
marketing messages sant to other numbers or emails not listed in our policies
might not get to us, for instance in chis case, the clients sent the requests tc
contacts different from the contacts they are advised to reach in such a
situation, these requests did not gat to the company and as such we couldn't

act.”

27.Requlation 15 (1)(d) of the Data Protection (General) Regulations, 2021
provides that a data controller or data processor méy use personal cata,
cencerning a data subject for the purpose of direct marketing where the data
controller or the data processor provides a simplified opt out mechanism for
the aata subject to vequest not to receive direct r.aarketing comr unications, A

perusal of the scresnshots of the messages sent to the Complainant reveal that
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no opt out imechanism was provided for the Complainant to request: nct to

receve the promotional messages.

28.Regulation 17 (1) of the Data Protection (General) Fegulations, 2021 states
that, “Jrn communicating with a data subject on direct marketing, a data
controller or data- processor shall include a statement which is prominently
displayed, or otherwise draws the aitention of the dala subject to the fact that
the data subject may make an opt out request ” No evidence was tabled by

the Rtéspbndent to prove that nt had complied with the above Regulation.

29.Regulation 17 (2) of the Data Pro‘ection (Cereral) Regulations, 2021 states
that, “A data controller or a data piocessor may, in complying with an opt out

requirement —

(a) Clearly irdicate, iy eact: direct marketing message, that a data subject
may opt out of receiving future messages by replying with & single word!
instruction in the subiect line;

(b) Ensure that a link is prominantly located in the email, which takes a data
stibject to the sutscription control centre;

(c)Clearly indica‘e that & aata subject may opt out of future direct marketing
by replying to a direct marketing text message With a sincle word
instruction,

(¢)Infarm the recipient of a direct rmarketing phone call that they can
verbally opt out from any future calls; and

(e)Include instructions on how to opt out from future direct marketing, in

edach message.

The promotional messaces sent to the Complair.ant did not comply with
(@), (c) and (&) above.
30.The upshot is that this office finds that the Respordent did not provide a

simplified opt out mechanism to its promotional messages contrary to

ODPC/CONF/1/7/4 VOL 1(23) Page 8 of 11



IV.

Regulation 15(1)(d} of the Data Protection (General) Regulations, 2021 which
obiige data controilers and data processors to provide a simplified opt out
rnechanism for the data subject to request not to receiva direct marketing
communications.

WHETHER THERE WAS ANY INFRINGEMENT OF THE COMPLAINANTS'

RIGHTS AS DATA SUBJECTS AS PROVIDED FOR IN THE DATA
PROTECTICN ACT, 2019

31. Section 26 ¢ the Data Protection Act proviiles for the rights of a data subject
which are: -

a) to be informed of the use to which their personal data is to be put;

b) to access thair personal data in custody of data contoller or data
processor;

¢) to object to the processing of all or pari of their personal cata

d) to correction of false or miisleading data; and

€) to deletion of 1alse or misleading aata avout them.

J2.Section 40(1)(b) provides fcr the right of erasure of personal data that was
obtained unlawfully Further, Regulation 1Z( L)(d) of the Data protection
(Generl) Regulations, 2021 slates that, “... a data subject may request a data
contrfler or data processor to erase or destroy personal data ineld by the data
controller or gata processor where the procassing of personal data is for direct
marketing ;surposes and the individual objects to that processing. ”

w
w

. The Respondent by not informir.g the Complainant of the use to which his
personal daté was to be put, at the point of collection of the personal data,
violated his right to be informed. The Respondent collectad the mobile phone
number of the Complainant and did not inform him that hic personal data was
being collectf:d and :hat it 'was going to te used w send hir promational

messages. Fufrther, the Respondent did not provide details or an explanation of
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where it got the ccntact detzails of the Complainant as it ic clleged that the

Respondent never signed up for its services.

34.The Respodent did not provide eviderce of erasure/deletion of the
Compiainant’s personal data from its database despite requests by the
(Cornplainant to do so thereby violating his right. of erasure of personal data thav
was obtained unlawfully, contrary to Section 40(1l)(b) of the Act. The
Responclent neglected/failed to erase or destroy the personal data of the
Complainant despite processirg it for marketing purposes and the Comglainant
having objected to the procassing, centrary to Regulation 12(1)(c) of the Cata

Protection (General) Rexulations, 2021.

35.The Respondent also neglected/failed tc perform its dutv to notify by not

informing the Complainant of the partic.ilars contained in Section 29 of the Act.

36. Last but not least, the Respondent used the personal data of the Comp'zinant
for comrnercial purposes without seeking and obtaining his consent contrary to
Section 37(1) of the Act.

37.1n vien of the foregoing, this office arrives at the conclusion tnat the
Respondent viclated the rights of the clata subject as provided for in the Act.

i*, FINAL DETERMINATION
38.The Data Commissioner therefore makes the following final determination;
i. The Respondent is riereby found liable.

i. An Enforcement Notice to hereby he issued to the Respor.dent.
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iii.  Parties have the right to appeal this determination to the High Court of
Kenya.

DATED at NAIRCBI this / / day of

Immaculate Kassaiit, MBS
DATA COMMISSIONER
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