KENNEDY OWUCR......c..ceeeeennens sesnenevsrusssnsne s s COMPLAINANT
-VERSUS-

AVENTUS GROUP....c.ivorsissrssssnssessserssssas i snnnsnnansneasaes. RESEONDENT
(Pursuanit to Section 8 (f) and 56 of the Data Protection Act, 2019 ana' Regulation 14
of the Data Protiction (Complaints Handling Procedure and Enforcement)
Regulations. 2021 and the Judk.nent in Nairobi High Court Constitutional Petition No.
E321 of 2021)

A. INTRODUCTICON

1. Tae Constitution of Kenya 2010, under Artizle 31 (c) and (d) provides for the right:
to privacy. Consequently, as an effort to further guarantee the same, the Data
Profection Act, 2019 (hereinaftar known as ‘the Act’) was enacted.

2. The Office of the Data Protecticn Commissioner (Hereinafter ‘the Office’) was
established pursuant to Saction 5 of the Azt and ic rmandated with the re{;onsibility
of regu'ating the processing of personal data: ansuring that the processing of
personal data of a deta subject is quidad by the principles set out in Setion 25 of
the Act; protecting the privacy of incividuais; establishing the legal and institutiona’
mechanism to protect personal data and providing data subjects with rights and
remedies te protect their pe-sonal data from processirig that is not in accordar,ce
with the Act.

3. Section 8 (f) of the Act frovides that the Office can receive and investigat2 any
cornplaint by any person on infrirgements cf the rights under the Act. Furthermore,
Section 56 (1) of the Act provides that a data subjact who i aggrieved by a decision
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of any person under the Act may lodge a compla.nt with he Date Commissioner

in ac-ordance with the Act.

4. The Office reca: sed a compleint by Kennedy Gwuor (hereir aftar ‘the Complainant’)

on 20th June 202 pursuant to Section 56 of the Act and Regulation 14 of the Data
Protectior: (Complaints Fanding Procedure and “n‘ormement) Regulatiors, 2021
(hereinafter 'the Enforcement Regulations) fremn the Complainant who is the

aggrieved data subject.

. Aventus Group/Aventus Technology Limited (hereinafter ‘the Respondent’) s &

digital credit provici2 that operates Lendplus as its money-lending product.

. Pursuant to Regulatior: 11 of the Enforcement Regulations, the Office notified the
Respondent of the complant filed against it vide a 'etter dated 26" June, 2023
referenced ODPC/CONF/../5 VOL 1 (313) anc required tneir response within 21
days. In the notificction of the corrplaint filed against the Responder, the
Respondernit was to provide:-

(a)
(b)
(©
(d)

(e)

(9)

A response to the allegetion made against them by tre complainants;
Any relevant materials or evidence in support cf the: response;
The «tandard contrzt between themselves aid the complainants.
The lega' basis relied upon to process anc engage with the complainants,
whethar or how they fulfill the duty to notify under Section 29 of the Data
Protection Act, 2019;
Details of ail the product names/mobile money lending apps that the
Responderit runs;
Procf of registration with the Office as c ata controllers and data processors;
Detaiils of:
Q) The mitigation measures adcpted or being adcpted to address
matters arising from the complaints;
(i)  The technological and organizational safeguards that have: been put
in place to ensure that such occurrences menioriad in the complaints
<o nut take place again; and
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(iif)  Their data protection policy outlining the < mplaints handling
mechanisms to deul with matters relating o the rights of & data
subject urder the Act, the Regulatiohs, and any alleged contreventior:
directac to their attention by data subjects.

(h)  Demonstretion (by way cf ¢ written statemert) of their level of compiiance
with the requirements under the Act and the Regulations. In particular, an
2labcrate representation of now a data subject can exercise thei rights in
relation to data protection.

/7. The Office receivad & response from the Respondent on 18 July 2025 via ernail.
Upon receipt of the responses, the Officr conducted investigations as required by
Regulation 13 (1)(d) of the Enforcement Regulations,

3. This determination it premised on the provisions of Regulztion 14 of the
Enfcrcement Regulations which states that the Data Commissioner shall, upon the

conclusion of the investic ations, make @ determination based on the findir.gs of
the investigations.

B. NATURE GF THE COMPLAINT

9. The Comp'ainant zlleged that endplus, a product of the Respondent contacted
him via t::eir agenit to inguire about the whereabouts of its client iijentified as )
@ED'. tie further states that the agent ¢f tre Respondent engaged his phone
with persistent incorring calls that he could not use his phone and he had to switch
it. off. Ha further avers that when he triec to talk to the agent of the Respondent
to exnlain that he is a third party and not a client of the Respondent, the
Respondent’s agent varbally abused him.

C. THE RESPONDENT'S RESPONSE

10 The Rasponcent provided a rasponse to the allegations against them by the
Complainant via email on 18" July 202" and sta:ed that the Complainant: is listed
as an afternative: contact person by its client whom it identifed D
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1].The Resnondent also states that in its loar process, a client has the option of
providing alternative phone numbers to be used in the event that the primary

number provided is unrezchable.

M’J,”/f/_‘,l—/,

the clients internally blacklisted to ensure that these contacts are not centacted.
The Resvondent further states that this measure was necassitatad by the fact that
some of the.r clients as borrowers fill in data that does not belong to them or data

of persoi:s unrelated and unknown to them.

27.The Office acknowledges that the Respondent nas provided a statement received
in emai! and dated 18" July, 2023 as to the alegations by the Complainant.
However, the Office also reverently riotes that other than the response, fhe
Respondent has failed to provide any other detai'(s) verbal or written as requested

herein above in support of its position on the allegations by the Compliainant.
E. IS"UES FOR DETERMINATION

28.Faving considered the nature of the czmplaint, the evidence adduced by all parties
to the complaint and the investigations conducted by this Office, the issues for

determination are therefore:

.. Whethor the Respondent fulfilled its duty to notify as per Secton 29 of the
Act:

1.  Whether the Respondent infringed the Cornplzinant’s right to privaicy; and

M. Whether the Complainarit is entit'ec to the remedies sought for the aileged

breach.

I. 'WHETHER THE RESPONDENT FULFILLED ITS DUTY TO NOTIFY AS PER
SECTICN 29 OF THE ACT

59.Section 2. of the Act pv 7idas that a data controller or data processor shail collect

personal data directly from tne data subject.

30. ection 29 of the. /Act provides for the ¢ty of a data cortroller or data processor

tn hofare collecting nersonal fata. inform the data subject of their richits undar




33

35.

36.

clisnt, wio provided the phorie number as an alternative contac: prior to being
issued with & loan.

2.The Respondent states that according to its system of operations, its client has an

option of giving their alternziive phone number for such instances where their
primaiy numbers are ureachable. The Re_,pondenf “urther states hat it obtains

consent rrom its clients prior to lssumg them with loans. Wo evidence of tnis was
adduiced to this Office in support of this staternent.

Sectior, 28(1) of the Act provides that a data controller or data processor shall
culiect personal deata directly from the data subject. Section 23(2) of the Act
provides the oxariptions for when a data controller Or prccessor may indirectly
~oliect and/or process personal data. The Respendent has not demonstrated to
this office neither “hrough its res Jonse, its actions, policies or any wther means
that its need to indirectl/ collect personal data from its clients fall under these
exemptions addressed in Section 28(2) of the Act.

. The Respondent statzs that phone nurnbers used by its agenis 1o reacti its cliants

do not appear as ‘private numhers’. The Respendent has not demonstrated to this
Office any support to hoe true or accurate this staterrent i is. Also, tha Respondent
did not give any registered .hone number its used or continues to use to contact
its clients.

The Respondent also ave s that all ts calis to its clients are racorded and i at its
records do not show that the Complairant’s number had been contacted by its
agent. At the sarne (ime, the Respondent states in their response that the
Claimant’s number had been listed through a customer, GEEEERED, os an
alternative pnone number and ‘hat A -2 iited on ‘he focility henize
leading them to reach out to the given alternative nurnbers. The Respondent is
therefore reprobating and approbating on whether they incdeed comacted the

Complainant.

Motw.thstanding the above, the Respondent, prior to coliecting personal data, was
obligated to inform the data subject from whom the data is being collected of their

rights urder Section 26 of th 2 Act, and the purposes ior which their personal data
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is being cullected amotig others, and further given the data subjects the option to

e'ther authorize or decline the collectinn and processing of the same.

37.7n this -egard, this Office finds that the Respondent has failea tc demonscrate that
the Complainant was duly informer that his phone number i< listed as alternative
contact and that the Respondent did not obtar prior consent from the
Complainarit. Iri addition, the Respondent di riot have a mechanisin whereby the

proposed alternative contact(s) can:

i) have the libaity to deride whether cr not they can be used as an official
contact of the borrower with regeards fo the repayment of the loan advenced

by the berrower,

i) have the I'herty to decide whether or not they will guararitee a horrower,
how much they are going to guarantee ard whom they are guaranteeing.
The Complainants did no: have an option tc decli:ie to guarantee a borrower
and were only informed about che loan wh.en the borrower had defaulted or

“ailed to pay in time.

38.To this end, the Offic2 finds the Respondent liaole for breaches of Sexticns 28 and
29 of the Act.

I1. WHETHER THERE WAS ANY INFRING=MENT OF THE COMPLAINANTE’
RIGHTS AS DATA SUBJECTS AS PROVIDED FOR IN THE DATA
PROTECTION ACT, 201‘)

39. Section 26 of the Datz Protection Act provides for the rlghts of ad ata ub_'iect which
are: -

a) to be informed of the use to which their personal data is to b= put;

b) to access their personal dafa in custody of data controller or date processor;
c) to ohject to the processing of all or part of their pers onal data

4) to correction of false or misleading data; and

e) to deletion of false or misleading data about them.

40.By not informing the Complainant of its intention to collect. his personal data, the

method of collection and the use Lo which his personal dzta was %o be put, at the

, Page 8 of 1!)
ODPC/CONF/1/7/4 VOL 1 (33)



paint of collection of the personal data, the Responident violated the Complainant’s
richt to be informed.

41.The Resnonden: collected the phone number of ihe L.omplainant from its client
without:

a) prior guthority from the data subject, in this case the Comilainant, whom the
data is being coliected.

b) informing the: Cornplairant that his personei data wags being collected and the
purpose that data was to be used for.

42.The Respodent failed to inforn the Complainant that i was collecting his mobile
phore number and that it was going to process thit information “or tha purpose

of debt recovery from a defaulting third party.

43.The Respondent should have informed the Complainant, before collecting their
phone numbers, (regardless of the mode of collection) that it has theij- pnone
numbers and that they will be contacted in the event ‘hiat the third-party borrower

defaults in repayment of their loans.

44.l.astly, to reiterate on this fact, as a data controller and ciata nrucessor, e
Respondent should only collest rersonal data directly fror the data subjert as per
Section 28(1) of the Act. A data controll s and/or data prcicessor can only indirectly
collact andjor process perschnl data if they fulfi the requirements of legal
exemptions previded under Sect'on 23(2) of Act. “he Respondent herein fails to

demonstra*e it qualifies for an exem tion.
q

In view of thz foregoing, the Office finds that the Respondent: infringed on the rights
of the Compiairant as a data subject as providec for in the Act.
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III. WHETHER TH": COMPLAINANT IS ENTITLED T THE REMEDIES SOUGHT
FOR THE ALLEGED BREACH.

45.The Complainant sought for compensatior by the Respondent for the

inconveni::nces occasicn:d to him.

46. however, the Complainant did nof. clearly deinonstrate any loss; financial or

utherwise caused by the Respondent to justify compensaion.
47. From the foregoing, the prayer for compensation against the Respondant is dznied.
F. FINAL DETERMIHNATION

48.1n consicleration of all the facts of the complaint, the evidence tenderad and the
investigations conducted, the Data Commissioner therefore mekes the foillowing

final dletermination;
i.  The Faspondent is heraby found liable.
i An =nfc-cement Notice to hereby be issued to the Respondent.

ii.  Parties have the right to appez. this determi-ation to the High Court of

Kenya.

+A
DATED at NAIROBI this / 5 dav of ‘KW@I/ 2023

IMMACULATE KiSSATT, MBS
DATA COMMISSIONER
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