RiIPUB IC 1OF KEMYA

OFFICE OF THE DATA PROTECTION COMMISSIONER

ODPC COMPLAINT NO. 0988 OF 2023 & 0974 OF 2023 AS CONSULIDATED
WITH ODPC COMPLAINT NO.1006 OF 2023

ANNSALC'F'E WANGARIIIOIICIIlllllll.lllllllllllll [ 111 Il!llllllllllllll.l-l&H COMPIAII‘ANT

JAYTIE 'SICHIRI.... fuceiiitBonrosat®®rercanoarssaesonttt fissussniirannnsity 2NO COMPLAINANT
-VERSUS-
+EROX TECHNOLOGY
COMPANY LIMITED.........cccommenvrnnsancenranannamnnsanra soresvenenane o nRESPONDENT
DETERMINATION

(Pursuant to Scciions 8(f) and 56 of the Date Protection Act, 2019 and Regulation 14 of
she Data Protection (Complaints Handhiig Procedure and Enforcement) Regulations,
2021)

A. INTRODUCTION

1. The Cor.stitution of Kenya 2010, under Article 31 reccgnizes the right to privacy.
Consequently, in an etfort to further guarantee the same, the Datz Prot2ction Act,
2019 (nerainafter “the Act”) was enactec. Section 8 (f) of the Act provides that
tha Office can receive and investigate any conplairt by any persor on
infingemencs of the rights under the Act. Furthermore, Section 56(1) provides
that a data subject who is 3ggrieved by & cecision of any person under the Act
may lodge a complaint with the Data Commissioner in accordarice with vhe Act.

2. Tae Office of the Data P otection Commissiorier (nereinafter “the Office™) is a
regulatory Office, es ablished pursuant to the Date Protectio 1 Act, 2019. The Office
is mancatad with the responsibility of regulating the processing of personal dat3;
ersuring that the processing of p2rsonal dita of @ data sub; act is guiced hy the
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principles set out in Section 23 of the Act; protec.ing the privacy of indivicuals;
establishing the l2gal and institutional mechanism to protect personal clata ard
proviling ~ata subjects with rights and remedies to |wotect their personal data
from processing that is not in accordance with te Act.

3. The Office received complaints by the 1* and 2™ Complainants on 13" June 2023
and 14% June 2023 respectively pursuant to Section 56 of the Act and Regulation
14 of the Data Protection (Complaints Handling Procedu-e and Enforcemert)
Reguiations, 2021 (hereinafter as “the Regulations™) has conducted invesitigations
into the campiaints.

4, The Respondent is a digital crecit provider that runs AsapKash and the
complainants are parties who received mes sages from the Respondent.

S. The Office, in exercise of its mandate as envisaged under the Act and in the
promotion of justice, nctified the: Respondent o the complaints fited against it vide
a letter dated 22™ June, 2023 and reczived by the Respondent on 2™ June, 2023.
In che notification of the compiaint filad aga nst the Respondent, the Respondent
vias to provide: -

(a) A response to the allegation made against them by the cemplainants;

(b, Aav rievant materiais or evidence in suppoit of the responce;

(¢) . The star.dard contract between themse lves and the complainants;

(d). The legal bas s relied upan to process and engage with the complainants,
o how they fulfill the duty o notify under Section 29 of the Data
Prctection Act, 2019;

(¢)  Demonstration of hew the Respondent balances the rights and frzedorns
of the data subjects: vis-g-vis their internal policies and procedures;

()  Details of all the product names/mobile money ierding apps ran by “he
Responden®;

(@) Proof of registration with this oifice as data controlers and data
prucessors

(h)  Details (in writing) of:

(i)  The mitigation m~asures adopted or Leing adcpted to addirass
matters aricing from the complaints;

fii)  The tecnnological and crgani; ational safejuards that have
been put in place to ensure that sucli occurrences mentioned
ir: the complaints do not take place again; and
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(i} Treir cata protection policy outlining the comglaints handling
mechanisms to Ceal with matters relating to the richts of a
data subject under the Act, the Regulctions, and any alleged
contravention directed to their attention by data subjects.

(i) Demonst-ation (Ly way of a written statement) o/ their level of cormnpliance with
the recuiremeris under the Act end the Regulations. In particulzr, an elaborate
epresentation of how a data subject can exercise their rights in reletion ‘o data
protection.

6. Th2 Respondents gave their response vide a letter dated 26 June 2025, The :ame
was received by the office c.n 6% July 2023,

7. Upon receipt of the “iespondent’s r2sponse letter, i vzastigations'ware conducted
as required by Regulatiorn: 13 (1) of th2 Data Protect'on (Complaints Handling
Procedure and Enfo.cement) Regulations, 2021.

8. This determination is premised on the provisions of Requla‘.on 14 wkich states
that the Data Commissioner shal!, upon the conclusion of the investigations, make
a datermination based on tae tindings of the investigations.

B. NATURE OF THE COMFLAINTS

9. The 1% Comolainant alleged that representatives of AsapKash, a product of the
Responcent, were caliing her and demanding that she ~epay their loai. She stated
that she never Look a loan from the Respondent and that the R2spindent informed
her that it would Fold her accountable for a third party’s len.

10.The 2™ Complainant alleged that she was receiving text messages from
representatives of AsapKash, a product of :he Re:spondent, telling her that a :hird
had party listed her as a yuarantor. She further claimed that the Responden®
proceeded to bombard her phone with calls and text messages jam-packed with
irsutts. She ettached scre=nshots as proof of the i~w.ny calls she -eceived from
AsapKash,

C. THE RESPONDENT’S RESPONSE

11.The Respondent, wia ¢ lettar dated 264 June 2023 received by the Offize on 6%
July 2023, responded to the Notificati.n of Compiaint.
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12.The Respondent confirmed that the 1% Complainant was never their cliert. They
statea that her contact details were p ‘ovided by a third paity who 'was one of tieir
bcirowers and who was required to provid 2 alternative phone numbers in eaddifion
to their primary phone number when ap;:lying for 7 loan as per the Responc'ent’s
campany conJract.

132.Thev stated that the alternative phone numbers zre referees which the company
contrac: mandates tha a borrower provides dur.ng registration and requ sition of
3 van. The Responderit averied that it 's only able to contact the referees whose
dutails have baen voluntarily subrnied by the horrower who is their client.

14.The Respordent confirmed that the 15t Complainant was contacted on the basis
that she had been listed as the third party’s emergency contact and in particula:
s the third party’s spouse.

15.The Respondent further stated that they are truly sorry and apalogize for the
frequent ca” and text massages to the 1%t Complainaint. They further added that
in their company rules and regulations, they recomm.end that an agent call a client
at least 3 -imes a day, and that it also has an automaterl system that sends a
reminder to a cliert to re-pay their loan via call cr text.

16 With regards to th2 2" Complainant, the Rewpondent acknowledged that its agent
vontacted the 2™ Complainant and that che type of text message being used by
its agent went against the company’s rules and reguiatios and vias done without
the Resporden'’s consent.

17.The Respondent steie: that as a company they héve taken immediate action
anainst that particular agent who contacted the 2™ Complainant upor: receiving
the letter of notification of breach from the office.

18.The Respondent stated that they are very sorry about the nature of massages
received by the 2™ Comple nant and that they will through its customer care
sen ices provide o written apology tn her and the same will be: copiec to the Office.

19.The Office is yet to 'eceive a copy of the written apology to the 2™ Complainant
from the Respondents herein.

P. ISSUES FOR DETERMINATION

i.  Whether the Respondent fulfilled (s duty to notify the Complainants of *he use
of their contac. ‘Jetails as per section 29 of the Act.
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i. Whether there was any irfringement of the Complainants’ Rights as data
subjects as p-ovided for in the Data Protection Act, 2019.

WHETHER THE RESPONDENT FULFILLED IT'S DUTY TO NOTIFY THE
COMPILALNANTS OF THE USE OF THEIR CONTACT DEVAILS AS PER SECTION
29 O THE ACT

20. Section 29 of the Act provides for the duts of a data controller or data processor
to, before collecting personal datz. intorm the data subject of their rights under
Section 26 of the Act, the fact thal their personal data is being collacted and the
purposes for whict: their parsonal data is beiig collected among others.

21.Further. Section 28 of the Act provides that a Jata controller or data processor
shall collect personal data elirectly from the: data subject.

22. The Respondent in its I'espuns:2 admi’ted to havirg contacted the Complainants in
a bid to have them inform the borrowers of their outstanding loans. T stuted thac
it obtained the contacts from its hoircwers who provided the information
voluntarily.

2%, The Resnondent stated tha'; its :ompany has a sy:tern by which they use to send
text messages Lo clients. It further statad that failure by an agent t~ use the systera
is the same as no* respecting its company’s rules and requlations anc. that if an
aget fails to follow the company’s rules and regulations its action shall be to
terminate the cont-act between itself and the said agent.

24.The Respondent's position is duly ncted. However, for the purpose of these
complaints, the Responden': has failed to prove that the Complainants were duly
informed that their numhers had been listed as emergency ccatacts and/or
guarantors.

25.1In this regard. 1 find that the Respondent did r ot obtair prior consent from the
Complainants and did nnt notify th>m before: enlisting them as emergancy contacts
and,/or quarantors. Ir adlition, the Respondent dic not have a mechanism
‘~vhereby the proposed emergency raritact(s) and/or guarantor(s; can:

a) nave the libeity to decide whiather or not they can be used as &n
official -ontact of the: borrower '~ith regards to the repayment of
the loan advanced by the borrower; and
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b) have the liberty to decide whether or not they will guarantee a
borrower how much they ere going to guarantez und whom they
are guarznteeing. The Con plainante did not have an option to
dacline to gquarantee a bo-rovier a-id were only informed about the
loan when the borower had defaulted or fe.led to pay in time.

25.1 find the Respondents liable for breach of Sactions 28 and 29 of the Act.

WHETHER TH:IRE WAS ANY INFRINGEMENT OF THE COMPLAINANTS'
RIGHTS AS DATA SUBJECT'S AS PROVIDED FOR IN THE DATA PPROTZCTION
ACT, 2019

27.Sectior: 26 of the Data Protection Act provides for the rights of a data subject
which are: -
a) to beinformed of the use to which their personal data is to be put;
k) to #ccess their personal dista in custody of data controller or data processor;
c) to object o the processing of all or part of their personal data
d) to corre:zdon of false cr misleading data; and
2) to Jeletion of fals2 or misleading data about “hem.

28.By nc¢! informing the Complainants of the coliection of their personal data, the
method of collection anc the use to which thair personal data was to be put, ot
the point of ccllection of the persomal clata, the Respondent, violated the
Complainants’ r.qtt to be informed.

29.The Respondent collected the cortacts o° the Complainants from its clients
tvithout:

a) arior' authority from the deta subjects, in this case the Complainants, whose
datz wa. being collected.

b) informing the Cernplainants that their pers aral data was being collezted and
‘he purpose tha. data ~as to be used for.

3U.The Respondent failed to inform the Complainants that it was collecting their
maiile phone numbers arid the: it was going to process that information for the
purpose: of debt recovery from defaulting third parties. The Respondeat shoule
have informe:d the Compiainaits, before collecting their phcne numbers,
(reyardless of the mode of collection) that they were collecting the phone numbers
in order to contact the complainents in th2 avent that the third-party borrowers
defau.. in repaying their loans. The :respondent stould have given the
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Comglainants the option to authorize: or «iecline the use of their phone numbers
fo these purposes.

31.Fu ther, as a data controller, the Respondent should only collect personal data
directly from the data subject as par Saction 28 of the Act unless the da*a subject
has consented to the collection of their data trom zo*her source,

32.In view of the foreg»ing, I find that the kespondent violatec the right: of the data
stibjects as provided for in the Act by faiing tc inform the Complainants of the
cellectior and use of their personal data and that the Respoi dent. did ot coliect
verconal data directly fiom the c'aa suojects.

F. FINAL DETERMINATION

33.The Data Commissioner tneratore makes the following final determination;

i. ~The Responderit is herelr/ found tiable.
ii. A Enforcement Notice t¢ hereby be issued to the Respondant.
ii.  Parties have the. right to appea' this determination to the High Court of
Kenya

,f n
DATED =t NAIROBI this 5/ day of 5%’/ kb 2023

(gl

IMMACULAVE KASSAIT, MBS
DATA + OMMISSIONER
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