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JFFICE OF THE DATA PROTIZCTION COMMISSIONiZR

OC'PC COMPLAINT NO. 0914 OF 2023

AGNEES KxMANzIIIIIHIIIIIlllllllll EESEFrEEE (NS ESANENENENUNMENEONEENENSORNEEDEE COMPLAINANT
-VERSUS-
GRASS INTERNATIONAL LIMITED......... ————————- L3 { s [0S,

SOLOMON MUTHUI......... SR ———— revsersnsnnne ™ RESPONDENT

(Pursuant to Sections 8(f), 56 and 57 of the Lata Proteciion Act, 2019 and Regulali>n
14 of the Data Protection (Complaints Handling Procedure and Enforcement)
Reguiations, 2021)

A. INTRODUCTION

1. The Constitution of Kenya 2010, uncer A-ticle 31 recognizes the right to privacy.
Consequently, in an effort to further guarantee the sams, the Data Protection
Act, 2019 (hereinafter “the Act”) was enacted. Sectior: 8 (1) (f) of the Act
provides that the Office can receive and investigate any cornplaint by any
person on infringements of the rights under *he Act. Furthermcre, Section 56(1)
cf the Act provides thet 1 data subject who is agjr.eved by a d:cision of any
person under the Act rnay lodge a complaint with the Dat: Commissiorer in
accordance with the Act.

2. The Office of the Date Protection Commissionier (hereinafter “the Offic2') is a
regulatory office;, =stablisnec purstant to the Data Protection Act, 2019. The
Office is mandeted with the responsibility of reguiating the processing of
personai data; ensuring that the precessing of personal data of a data subject
is guided by the principles set nut in Section 25 of the Act; protecting the privacy
of individuals; 2stablishing th= legal and instititional mecanisin to protect
personzl data and precviding data subjects with rights and remedies to protect
their ;ersonal data from processing thiat is not ir accordance with th2 Act.
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3. The Office rece™red the complaint frorn the Complaingrit on 27 June 2023.

4. On 23" June 2023, the Dffice in the exercise of its mandate as er visaged under
the Act and in the promotion of justice, nolified the Respcndent of tha
compiaint filed against it, vide a letter of evan dace, Ref: ODPC/CONF/1/5/Vol
1(312). The Respondent receivec the rotification letter or. the szme day. In the
rotification of the zomplaint filed ar ainst the Responderit, the Responderit was
to provide: -

a, Aresponse to the allegations made against it by the: complainant;
b) Any relevant materials or eviclence in suppcrt of te Response ir; (a) above:

c) The mitigation measures adopted or being adopted to address the complaint
to the satisfaction of the Comp:ainant;

d) The stancard coritract thet the Complainant has with t1e Respondent, if
any;

e) Detai's cf how the Respondent obtairied the contacts of the Complainant,
and whether the complainant: consentad to retention and precessing of her
persorial data;

f) The legal kasis reliad upon by the Respundent to colle:ct, store, processs and
engage with ttie Cornplainant’s personal clata and waether or how vou fulfil
the duty to notify uncler Sectior: 29;

g’ The measures that the Respondent has put in place to observe limitation to
retention of personal datz as provided for by Section 39;

) A rtatement cutlning an opt out mechanism for the Complainant as
provided for by Regulation 16 of the Data Protection (General} Regulations
2021;

i) rroof of registration with the office of the Data Pratectior: Commissioner as
data contreller and da‘a processors;

j) Detai's ('n writing) ol:

)  The technological and orga nizational safeguards that have been
put in plaze to ensure that such oc:urrence maritioned in th2
complaint do not take place again; and

(i) The Responcent’s data protection policy outlining the comiplaints
handling mechanisms to deal with maders relating to thé rights
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of a da:a subjec: under the Act, the Regulations, and any allegzd
contravention ir2cted to your attention by data siubjects;

(iii) Demensiration (by way of writter statemeni) «f your level of
cempliance with the requirements under the Act and the
Regulaticns. In particular, an elaborate representation of how
(lata subjects can exercise trieir rights concerning data proteciion.

. On 29% June 2023, the Office received a response from the Respondent vide a
letter dated 29 June 2023. In the 15t Respondent’s rasponse, they ucknowledged
receipt of the notification letter informing thiam of the comple’nt fi'ed against them
and the 2™ Respondent, one of its distributors. The 1.3t Respondent stated that it
lrad tasked the 2™ Respondent to taik tc the complainaiit and out of the
communication they amicably agreed to setfle the dispute thet arcse after
receiving massages from their distribut:;r. The Responcent further stated that “he
complainani. end the 27 Respondent: went ahezd and agreed to block each other
to avoid future disputes. Tne 1% Raspondent further responded that it is a law-
ahiding organization anc! it would like to apologize cn behalf of the 2" Respondent
for the mistake that occurred and they promised to put measures.

. Or. 31 July 2023, this Office wrote to the Comglainant reciuesting her .o confirm
that th.e concern has been settled as outlined by the 15t Respondent’s resporise to
the nctification of the complaint letter. On 11% July 2023, the Complainant
respcnded to the Office disputing the contents of the dispute resolution as stated
by the Respondents.

. On 15t August 2023, this offic2 wrote to the Respendeiis fo substanitiate the claims
they averred in their riesponse to the Notification letter.

. 0On 22M August 2022, the Respondents responded to this Office’s letter in the saine
manner they had responded to tne Cffice’s notificaton letter. They did not
stibstantiate what they had averied to ir their responses. They did not acduce any
alternative dispiite resolution agreement.

. This Determination is pegged on the provisions of Regulation 14 of the LData
Protection (Compiaints Handling Procedure and Erforcement) Regu'3tions, 2021
which stales that the Data Cornmissioner shall, upon the conclusion of the
investigations, make a cetermination basad on the findings of the inves'igations.

B. NATURE OF THE COMPLAINT

10.The complaint relates to direct marketing messages. The complainant ¢lleges that

the Respondent has been flooding her phane with promotional messages cespite
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her several warnings and objections ove- the saine. She expressed that she is not
interested in receiving the messares to no avail.

C. THE RESPONDENT'S RESPOWSE TO THE COMPLAINT

8. The 1%t Respondent stated that it had tasked the 2'¢ Respondent to talk to the
comiplainant and out of the communicatior they amicably agreec to settle the
dispute that arose after receiving messages from their Jistributcr, The Respondent
further stated that the complainant and the 2" Resporident went ihead and
agreed to block each other to avoid future dispules. The 1% Raspondent further
responded that it is ¢ 'aw-abiding orcunization end it would like to apolocize on
behaif of the 2" Respondent for the mistalie that accurred and they promise to
pul measures.

9. Notably, On 11% 5uly 2023, the Complainant responied .o the Cffice disputing the
contents ¢ f the disput: -2sclution as stated by the: Fesaondents.

C. ISSUES FOR DETERMINATION
i.  Whether it is mandeatory for direct marketing messages to have an opt-out
option.
ii. Whether the Complainant's rights were violated.
iii. Whether it is rmandatory for parties to adduce an alternative dispuice resolution
agreement or any form of written agreement in the event partier. conclude and
resclve the complaint through the alternative dispute resolution mechanisms.

E. ANALYSI1S AND DETERMINATION

i WHETHER THEF.E WAS LAWFUI. USE OF PERSONZAL DATA FOR
COMMERCIAL PURFOSES.

19.1n resation to the promotional massages which form the crux of the complain: at

hand, since the eiractment of the Data Protection Act 2079, SMS markefing, a form

of cirect marketing, has been =xarmined as a fc'm of use of perscnal data for

commercial purposes. W.ile th2 Office anpreciates that SMS marketing provides

entit'es with & fast and direct communication channel, such marketing must be in
compliance with the Act and the Regulations.

11.The Complainant alleges that the: 2" Respondent being the 1% Respondent’s
distribntor has been sending promotional message: fo the Compliainent
incessantly. Tha promotional messages relate to the 15t Respondent’s products.
The Complainarit tried to contact the 2™ Respondent to havz him stop sending the
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promotional messages. The direct marketing messages being sent to the
Cormplainant read in oart as follows:-

"Hel o, Grass International (NGO) th3t deals.....c.cccessnes invites you for a
saeminar...an opportunity o work oiy part-time or full'-timi€.....ccovsvsvesisesne
God bless you as yo:' prepare to ome. Regard's, Sofomon M ithui.”

12.Regulation 15 of the ['ata Protection (Genera!) Requlations 021 prov des for the

perritted commarcial use of personal data. It provides:-
15. Permitted Commercial us2 of nersonal data

(1 A data controller or data processior may use personal data, other than
sensitive personal data, concerning a data subject for the purpose of
direct marketing where-
(a) the data controlier or diita processor has collected the personal data
from the data subjecy;
(b) a datz subject is notified that direct marketing is cna of the purposes
for which personal dala is collected;
{c) the data subject has consented to the use or discicsure af the
persanal data for the purpose of direct rnarketing;
(d) the data ccntroller or data processor provides a simplified opt out
mechanism for the datz subject to request not to receive direct
marketing communications; or
(e) the data subject iras not rmade an opt out ruguest.

13.Regulation 16 of the Data Prctection (General) Regulations 2021 furtner provices

for the featurzs and contents of ar opt-cut message as follows-

15(1) An opt out nechanisin contemplated under regulation iL5(1)(d)

shall-

(a) Mave a visible, clear, and easily uniderstcod explanation of how t»
opt out:

(b) Include a process for opting out that rrequires minimal time and
effort;

(c) Provide a direct and accessible commiunication channel;

(d) PBe free of charge or where necessary invelve a nominal cost to a
data subject; and

(e) Ee accessible to persons with a disability.

14.The contents of the direct markating messages have se¢en captured aereinbefore.
Juxtaposing the above contents of the promotional direct marketing messages sent
to the Compiainant and the above regulations the Office notes as follows:-
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a) The Respondents’ heing the data controlle~ did nct provide any evidence thav
they ollected the Compleinant’s personal data {rom the data subject as
ervisaged in the above statutory provisions;

b) The Respondents did not notify the: data subject tha: direc: marketing is one
of the purposes for which sersonal data is collected;

c) From ttie evidence adauced to this office, it is evident *hat the data subject
did not consent tc the use or disclosure oi the personal data for the purpose
of direct marieting;

d) The Respondents did not provide a s'mplificd opt ouc machanism vor the
Cornplainant to reguest not to rec.eive direct marketing comrunicaticns. In
addition to there heing no opt-out. option i the promotionar message, the cpt-
out process was not include:l in the m.assage.

e) Morzover, the Complainant outrightly objected to -eceiving the promctional
messizges. Also, noting that there was no opt nut option in the proriotiona’
messages, the Complainant could riot opt out of the messaging.  The
provisions of regulation 16 (1) of the Data Protection (General) Regulations
2021 have been violated in tofo.

20. Further, the messaging clicl not comply with Regulation 17 cf the Deta
Protec.ion (f5eneral) Reguiztions 2021 which provides for mechanisins tc comply
with in the opt-out requirement.

17. M.chanisms to comply with the ogt-out requirement

(1) In communicating with a data subject on direct marketing, a data
controller or data processor shall include a staternent which is
prominently displayed, or otherwis2 draws the attention of the data
subject to the fack that the data su'sject ‘.0 the fact the data subject may
make an opt-out request.
(2) & data coniroller or data processor may, in comglying with an opt out
requirement-
(a) clearly indicate, in each cdirect marketing message, that a datz
subject /nay opt-out »f receiving future messayges by replying with a
singie word instruction in the sukiject line;
(b) ensure that a link is prominontly located in the email, which takes a
tlata s.bject tc @ subscription conti-ol centre;
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(c) clearly indicate that a data subjact may opt out of future direct
matrketing by replying to a cirect marketing tes.: inessage with a single-
word instruction;

(d) ‘nforrn the recipient of a direct marketing phone call that they can
verbally opt-out frorm any future calls; and

(e) include instructioris on h2w to opt out: from futuire direct marketing,
in 2ach message.

(3) A data controller or a data processor may use an opt-out mechanism
that provides a data subject with the opportunity to indicate their direct
marketing cammunication preferences, incliuding the extent to which
they wish to opt out.

(4) Desyrite sub-regulation (3), a data controller or data processor shall
provide a data subject with an option to opt out of all future direct
markeling communications as one of the gutlined preferences.

21.Having established that the Responderits did not abide by Regulations 15, 16,
and 17 of the Data Protection {General) Regulations 2021 this Office would like
to further emphasi:e that the opt-out managamert system an: mechanism
needs to be effective in all instances. If a data subject requasts the controller
to delete their personal data collected for purposes of direct marketing, then
that regest must be actioned promptly.

if. WHETHER THE COMPLAINANT'S RIGHTS WERE VIOLATED.
22.Section 26 (') and ') of the Act outlines the rights of a data subject, including
the right to rectification and zrasure. The Act states that:
A data subject Fas a right—
(3) tobe informed of the use to which theii personal datz i: to be put:
(b) to access their personayi data in the custody of the data controller
oi data processor;
(c) toobject to the processing of all or part of their personal datey;
(d) to correction of false or mis'eading data; and
(e) to deletion of false or misleading data about them.

23.Similarly, the Act goes to further emphasizes the richt of rectification and
erasure of a data subject under Sectior 40 which states that:
(1) Adala subject may request a data controller or data prccessor—
(a) to rectify without undue delay personal datz in its possession or
under its control that s inaccurate, outdated, incompl>te or
misleading; or

P
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(b)) to erase or destroy withovt undue delay personal data tha' the
data controller or data processovis no Icniger authorized to refain,
irrelevi nt, excessive, or abtained unlawfully.

(2) Where the data cuntroller has shared the personal data with a
third party for processing purposes, the data controller or aate
pricessor shall take all reasonabl2 sleps to inform third parties
processing such data, that the data subject has requestec—

(a) the rectification of such personal dala in their possession or under
their control that is inaccurate, outdatea, incomplete, or
misleading; or _ |

(b) The crasure or dest uction of such personal data that the data
controller is no langer avthorized to retair, irrelevant, excessive,
or obtained unlawfully.

(3) Where a data controller or data processoi' is required to rectify cr
erase personal data under sub-section (1), but the personal aata
is required for the purposoes of evidence, the dala coniroller or data
processor shall, instead of crasing or rectifying, restrict its
praocessing and intorm the data subject within a reasonable time.

24.From the above provisione of law it is evident that data controllers and data
procassors; have an obligation to ensure the personi il data of data subjects is
accurete and kept up-to-date. Further, the data controller and data processor
ar= obiigated to promptly erase and rectify any inaccurate personal data.

25. In the course of investigations, the 1St Respondent’s response: to the
Not ficatior cf the complairt involved the following resporse, " the imatter
was solved atter a thorough discussion between Sofomon fMuchui anc
Aagnes Kimanz’ dJated 26 June 2023 around 11:00amy, o agryed to
block eacl: other as a measure to avoid future communications.”

26.From the evidence addiiced before this office, it is evdent that the 1%
Respondent left the matter witii the 2™ Respondent to ractify the complainant
yet it was the responsibility of the 15t Responident to rectify and address the
complainant’s information and or d«:tails.

27 . Further sinre this case invoives the icsue direc. marketing messages by the
Respondents’, it needs w have been resolved in accordance with regulations
15, 16 and 17 of the Data Protection (General) ~egulations 2021 and not
throuch blocking each other as stated by the 15t Responaent in both
thair response to the notification letter dated 11™ July 2623 and their further
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correspondence of 22M Augusit 2023. The data protection lavis and requlations
do not envisage biocking as oune of the ways of solving dispites relating to
direct marketing messages as is the case here. Moreover, the nieans and ways
of “he solving such direct marketing massages has been expressly stipulated
by Regulation 17 of aforesaid regulations as stated before.

28. In viaw of the foregoing, ' has bezn established that the complainant was not
availed the opticn of opting ou: of the cirect marketing messages by the
Fespondents. Similarly, this Office informed the 1 Respondent ¢ f the issue at
hand. However, the Raspondents did not take action at all as *here is no
eviden<ze as to that. Lastly, the Act and the reg ilations provides the procedures
to be followed in cases of complaints relating to direct mirketing waich was
not adnered to.

29.It therefore follows that Comnplainant was denied a chance to exercise her rights
as envisaged uicer Seclion 6 of the Act by the Fespondants.

ifi. WHETHLR IT WAS MANDATORY FOR THE PARTIES 10 ADDUCE
THE ALTERNATIVE DISPUTE RESOLUTION SETTLEMENT
AGREEMENT IN THE EVENT PARTIES CONCI.UDE AND '{RESOLVE
THE COMPLAINT THROUGH “'HE ALTERNATIVE DISPUTE
RESOLUTION MECHANISMS

30.0n this issue, this offica would like to acknowledge the importiance of
alternative dispute resolution with respect to complaints. The Constitution of
kenya 2010, embeds the: importance of alternative dispute resciution Article
159(2)(c) of the Tonstitution provides for the use of alternat've dispute
rasolution mechanisms and principles by decision making bodies in the making
of decisions.

31.Section 9(1)(c) of the Act gives this 'Dffice the powers to promote and facilitate
conciliatior;, iIm=diation arid negotiation on disputes all disautes arising from the
Act. In addition, the Data Provectior (Complaints Handling Procedure and
Enforcemant) Regulations, 2021 goes further under Regulation 15 on the
applicahility of conciliation, mediation and negotiation in data reiated issues as
envisaged under the Act.

32.The Data Protection {Complaints Handling Procedure and Enforcement)
Regulations, 2021 under regulation 15(4) expressly orovices triat at the
cenclusion of the negotiations, mediation or conciliation process, the parties
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shall sign a negotiation, inediation o cenciliztion agraement in the manner
specified in Form DPC 5 set ot in wne schedu'e.

33.The 1% Respindent, in its response stated thal: it had tasked the 2"d Respondent
to talk to the cornplainan. and »ut of the cornmunication they amicably agreed
to settle the aispute that arose after receiving the direct marketing messages.
This, Ly itself, is ari indication that the parties had attempted o resoive the
complaint using one cf the alternative dispute resolution mechanisms
envisaged under the data protectiun laws znc regulations.

34. Considering th2 parties had attempted to use one of the alternative dispute
resolution mechanisms , whichaver it was, this Office wrcte to tha parties to
adduce the alternative dlispute resolution agreemerit that emanzied from the
alternative dispute resolution processes. n this request, this Office notes that
to da.e the: parties have never provided his Office with anv form of evicence
as to the same. As sucn there is no proof of the parties resolving the issues
amicably using the altarnativa dispute resoiution mecharisms.

35.0n that note, it foliows that it is mandatcery upon the parties concluding the
Aiternative Dispute Resolution prccess znd reacting an agreement there*o to
furnish this uffice with the Alternacive Dispute Resolution Settlerrent. Agreement
as envisaged under Regulation 15(4) of the Data Protection (Complaints
Handling Procedure and Enforcernent) Regulations, 2021.

F. DETERMINATIOR
76.In consideration of all the facls of the complaint and evidence tendared, the
Data Commissioner makes the following final determination:-
i.  The Respondents ar¢. hereby found liable.
ii. Enforcement NoZze to issue against the 15t Respondent.
iii.  Parties have the right to appeal th's Determination.

DATED at NAIROBT this 0

IMMACULATE KASSAIT, MBE

A
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