OFFL.CE OF T1E DAT/. PROTECTION COMMISSIOMER

- ODPC COMPLAINT MO. 0841 OF 2023

CHRISTINE WAIRIMU MUTURL.......... e ST wes COMPLAINANT

~VERSUS-
ROMA SCHOOL UTHIRU...cuuriussenssrsnnineinnn anrnnrnransas {8, S—— RESPONDENT

(Pursuar:t to Section 8 (f; ana 56 of the Data Protection Act, 2029 and Regulation 14
oi"the Deta Prote:tion (Corplaints Handling Procedure and Frifor ament)
Reguiations, 2021)

A. INTRODUCTION

1. The Constitution of Kenva 2010, under Article 31 (c) ana (d) provides for th=
right to privacy. Conseguertly, as an effort to fi rther guarantee the same, the
Data Pratection Act, 2019 (her2inafter known as ‘the Act’) was enacted.

2. Section 8 (f) of the Act provides that the Cffice of the Data Proection
Commissioner (hereinafter known as ‘the Cffice’) can receive and investigate
ary complaint: by any person on infringements of the rights under the Act.
Furthermore, Section 56 (1) of the Act provides that a data subject who is
aggrieved by a decision of any person uncer the Act may lodge a complaint
with the Data Cornmissioner in accordance with the Azt

3. The Office was established pursuant to Secton 5 of the Act and is mandated
with the responsibility of regulatng the processing of personal data; ens uring
that the processing of personal data of a data subject is guided hy the principles
set out ir Section 25 of the Act; orotecing the privacy of individuals;
establishing the legal and institutional mechanism to protect personal data and
providing data subiects with rights and remedies to protect their ¢ 2rsonal data

from precessir:g that is not in accordance with the Act.
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4, The Office .eceived a complaint dated 22" May, 2023 in accordance with
Section 56 of the Act and Regulation 14 of the Data Protection (Complaints
Hardling Procedure and Entforcement) Requlations, 2021 (‘the Regu'ations’;

from the Complainant.

5. Pursuant to Regulation 11 of the Regulations, the Office, notfied the
Respondent of the complaints filed against them vide a letter dated 9 June,
2023 refererced ODPC/CONF/1/5 VOL 1 (288) and required their resnonse
within 21 days. Upon receipt of the responses, the Office conducted

investigations as required by Regulation .3 (1)(d) of the Regulations.

6. This determination is therefore as a resull: of analysis of the complaint as
received, the responses from the Respondent and investigations conducted by
the Office.

B. NATURF OF THE COMPLLAINT
7. The Complainant allegea that the Respondent sought to process images of
minors on their social media platforms, particularly Tik Tok, without: the express.

consernit of their parents or ¢uardians.

8. The category of personal data that was irtended to be processed by the

Respondent ralating to the minors was for marketing purposss.

9. Being & parent at the Respondent School, the Complainant statea that she
requested for meas'ires that the Responcient would take to ensure processing
of the minors’ personal data would be cone in accordance with the law and

such measures were not provided hence the lodging of this complaint.

C. ANALYSIS OF EVIDENCE ADDUCED
I. THE COMPLAINANT’'S EVIDENCE
1C.The Complainant filled the Complaint Submissicn Form and stated thal. the
Respondent intended to process a minor’s personal data by an unreygistered

data controller for the purposes of marketing.

11. She sought the following reliefs:

i. Copies of the School’s certificate of authorisation from this Office;
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ii.  Copies of the School’s date protection policy; ard

ii.  An acknowledgement that the school had read and understood TikT ok’s
~ privacy policy.

12, Lpon netification of the complaint to the: Respondent, they replied vid 2 an emaiil
dated 6 July, 2023 denying the allegations and requested that the
Complainant: provide miore details on the allegations made, particula ty; he- full
Name, contacts, name of her chilc, her class and the data alleged shared on
the TikTok platform.

13.The Office then informea the Complzainant of the above request vida an email
cated 10™ July 2023. She responded to the said email on the same day and
averred that she is a parent at the Respondent Schooi and has been paying
school fees for her daughter, a minor whom she did not wish to name. Furiher,
the Complainant provided a receipt confirmirig payment of school fees at the

Resaendent School as eviderice what she is a parent at the school.

14.The Complainant stated that the Respondent through a Whaisapp group
created for pasents erid teachers of the school, informed perents that it would
be creating TikTck videos on its page and notified patents of their intention to
include children in class on its TikTok profile to showcase the students’ talents
as well as market the group. She attachad screenshots of the said Whatsapp

group messages as part of her evidence.

15.Together with other parerts, the complainant was concerned about the
intended exposure of children to social media and inquir:d the justification of
the sams to which the Respondent gave no response. Further, they requestad
details of the Respondent’s data protection policy which was ncit provided.

16.It was upon this premise that the Complainant lodgiad a complaint with this
Office for resolution on the ground that the Resporident did not provide tha
parents with an opportunity to give their inforried consent on the proposed
posting of videos of minors or: a social media platform to market the school’s
teaching methnds.

17.0wing to the sensitive nature of perscnal data relating to minors and the risks

atiendant to sharing information relating to children online, the Complainant
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saated that she was apprehensive that any such processing in the abserice of

appropriate safeguards would threaten her child’s safety and right to privacy.

II. THE RESPONDENT'S EVIDENCE
18.Upon receipt of the natification of complaint from this Office, the Respondent
responded to the complaint vide an eamail dated 6™ July, 2023 and stated that
they do nct have a pupil or a parent by the Complainant’s name in their school
and they are not aware o any minors data shared on TikTok or any of their

social media platicrms.

19.Further, the Respondent averred that they have never received any complaint
frorr any parent regarding the same and thecefoie unable to address the
allegat ons brought forth by the Complainant. In this regard, the Respondent
raquested the details of the Complainant as stated above to enabie them do

further investigations and address the allegations.

20.The Respondent averred that the school has various social media platforms anc

they neither share nor market the school using minors” data.

21.1t is noteworthy that once the Complainant provided the inforracion requested
by the Respondent, wtich the Office sent to the Responcent vide an email
dated 11t July 2023, requiring them to further respond to the allegations, they
did not provide & further response: to the allegations made. Therefore, the

allegations made egainst the kesponden: remain uncontroverted.

22.Regulation 11 (2) provides that where a Respondent does not take any action
as contempla’ed under sub-regulation (1), the Data Commissicner snall
proceed to determine the complaint in accordance with the Act and these
Regulations. Therefore, I shall proceed tc determine this complaint as per the

above Regulation.

D. INVESTIGATIC'NS UNDERTAKEN
23.Investigatiors conducted hy this Office revealed that indeed the Respondent
operates a TikTok page and posts images and videos cf the pupils who are

minoi's.
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24.Further, they operate a Facebook page which depicts marketing of the schocl

using the minors’ images in form of phetographs and videcs.

E. ISSUES FOR DETERMINATION

25.Having considered the nature of the corpleint, the responses of the parties to

the complaint and the investigations conducted by this Office,
26.The issues for determination are therefore:

I. . Whzther the Responclent. processed personal data relating to child-en in

accordance with the Act; ard
ii.  Whether the Respondent is in brezch of the Act.

WHETHER THE RESPOMDENT PROCESSED PERSONAL DATA RELATING
TO A CHI'.D IN ACCORDANCE WITH THE ACT
27 Article 53 (2) of the Censtitution provides that a child’s best interests are of

palamount importance in every matter concerning the child.

28.The Act, urder Section 33, provides for processing of personal data relatirg to
a child and states that;

(1) Every data controller or da‘a processor shillf not process versonal data
relating ‘o a child uniless-

(a) Lonsent is given by the childs parent or guardian; and
the rights and best interests of the child.

(2)A cala controller or data processor shall iricorporate appropriate
mechanisms for age verification and consent in order to process
perscnal data of a zhild.

(3)Mechar:isms contemplated under sub-section (2) shall be determined on
the basis oi-

(a) Available technology;

(b) Volume of personal data processed;

(c) Froportion of such personal data likely to be that of a ch.id;

(d) Possibiility of harm to a child arising st or processiig of personal
data,; anc'

Page 5 uf 9
ODP(/CONF/1/7/4 VOL 1(25)

KL



(e) Such other iactors as may be specified by the Data Commissioner.

29.The conserit con‘emplated unde: Section 33 of the Act is rnandatory from the:
wording of the Act. Further, Section 32 (1) of the Act provides that a data
controller or data processor shall sear the burden of proof for establishing a
dala subject’s consent to the processing of their personai data for a specified

purpose. Again, this is a mandatory requirernent.

iv. Collected unly where a valid explanation is provided whenever

.nformaticn relating to family or private affairs is required.

41.The rights of a data subject are provided under Section 126 cf the: Act. In relation
to a minor, Section 27 (@) of the Act states that a -ight conferreci on a data
subject may be exerz'sed where the data subject is @ mincr, by a person whc
has parental authority or by a guardiar.. The Complainant: in this case exercised
the right of her child, a minor, as stipulated under Section 27 of the Act. She
exercised her child’s rights as a data subject to object: to the processing of all
or part of the child’s personal data.

42.The Respondent is seen to attempt to subvert this right from their response, in
the V/’hatsapp group messages, with regards to the parents of the children
objecting to the posting of their images and videos on the Respondent’s social

media pages.

43.By failing to provide a valid explanation as to the reasons for posting the
children’s data on their social media platforms, the Respondent is in breach of
the aforementioned provisions of the Act.

44. Adaitionally, Section 34 (1) (d) of the Act provices for restrictions on processing
and states that a data contioller or data processor shall, at the request of a
data subject, restrict the processing of personal data where the data subject
has objectad to the processing, nending verification as to whether the
legitimate interests of the data controller or data processor overricles those of

the aate subject.

45.The Complainant, togeter with other parents exercised this right by restricting

the Respondent to process their children’s images by posting them cn their

Anminal mandia wlnkfavman Tavackisatiane ~andiusarcl bae bhice OFficro havo actalalichad



I will issue an Enforcernent Notice on the Respondent as per Regulaticn 16 of
the Requlations requiring it to take steps within a stipulated period as will be
specified in the notice.

F. FINAL DETERMINATION
47.In consideration of all tha facts of the comp'aint, the responses tendered and
the investigations conductad, the Data Commissioner makes the following

determination:

i.  The Respondert is hereby found liable on multiple violations of sections
S, 25, 26, 29, 32, 33 and 34 of tre Act.

ii. An Enforcement Notice be issued to the Respondent for brezch of the

provisions of the Act and for failura to cooperate with this Office.
iii.  Parties have the right to appeal this Determination.

g
DATED at NAIROBI-his /| __ dayof /iquw# | 2023,

(ol

Immaculate Kassait, MBS
DATA COMMISSIONEF.
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