OFFICE OF THE DATA PROTECTION COMMISS [ONER
CDPC COMPLAINI NO. 0796 OF 2023
TERESTA KARUNGARL............. 2 e fn N e NEOMPLAINANT

-VERSUS-
BRANCH MICROFINANCE BANK....ccoveverrersseesssnsesn.s S RESPONDENT
DETERMINATINI

(Pursuant to Section 8(f), 56 and 57 of the Data Protection Act 2019 anc/ Reguiation
14 oif" the Data Protection (Complaints Handling Procedure and Enforcement)
Regulations, 2021)

A. INTRODUCTION _

L. The Constitution of <enya 2010, under Article 31 recognizes the right to privacy.
Consequently, in #n effort to further guarantee tne same, the Data Protection Act,
2019 (hereinafter “the Act”) was enacted. Section 8 (1) () provides that the Office
an receive: and investigate any cempiaint by any person on infringements of the
rights under the Act. Furthermore, Section 56(1) provides that a data subject who
is aggrieved by a decision of any person urder the Act may lodge a complaint with

the Data Commissioner in accordance with the Act.

2. The Office of the Data Protection Commissioner (hereinafter as “the Office”) is a
regulatory Office, established pursuant to the Data Prctection Act, 2019. The Office
is mandated with the responsibility of regulating the processing of personal data;
ensuring that the processing of personal data of a data subject is guided by the
principles set out in Section 25 of the Act; protecting the privacy of individuals;

establishing the legal and institutional rnechanism to protect personal data and
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providing data sutiects with rights and remedies to prctect ther personal cdata

from pﬁ@ésing’that is not in accordance with the Act.
3. The O"ﬁce :eceuwd a coma!amt dated 15% Mdy 2023 by Fe' Bsza Kdrunga .

4. Cn ‘;t“ June 202? the OffICP in the exercise of its mandate as en\nsagwd Jnder the
Act and in the promotion of justice, notlﬁed the F\espondent of the Complamt ﬂled
against it. The Respondent received the notification letter on 50 June 2023. In the
not fication of the complamt filed against the Respondent, the Respondenf was to

provide: -

a) Aresponseto the allegation iade by the Corr plainant and, a contact person

who can provide further details as regards this complaint;
b) Any relevant materials or evidence in support of the Response in () above;

c) Detaiis of how the Responcent collected, stored, and processed the

complainart’s data;

d) The legal tasis relied upon to process and engage witl: the complainant and
whether or how the Respondent fulfil the duty to notify under Section 29 of

{he act;

e) Details (in writing) of:

a. The mitigation measures adopted or being adopted to address
mafters arising from this complaint;

b. The technological and organizationel safeguards that jrave been put
in place to ensure that sucti occurrence mentioned in the complaint
do not take place again; and

¢. Respondent’s data protecticn policy outlining the compvlaints handling
mechanisms 1o deal with matters relating to the rights of a data
subject under the Act, the Regulations, end any alleged
contravention directea to your attention by data subjects.

f) Demonstration (by way of a written statement) of the level of compliance

with the requirements under the Act and the Regulations. In particular, an
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€elaborate representation of how & data subject can exercise thair rights in
relation to data protection. :

5. On 15" June 2023, the office received a response from the Respondent pruviding

the Compdnys Data Protection Policy and the Respondents Re*ponwsp to the
(omplalnt lodged against lt

6. This determlnaflon i€, p(_gqed on the prowswns of Reguiatl‘ n 14 of the Data
MProtectlon (Complalnt° andhng Procedure and Lnfohcement) R@gulatlons 2021
wiich states that the Data Commissicner shall, upon the conclusion of the

investigations, make a determination based o the findings of the investigations.

B. NATURE OF THE COMPLAINT

7. The complaint relates to the infringement of the data subjects” rights wherein the
Cornplainant alleges that the Respondent had been sparnming her email with
messages claiming that she had not cleared the Century micrcfinance loan yet she
had cleared the loan in 2022.

8. The Complainant claims that the Respundent had been sending her three
messages every day for several months claiming she had not cleared the

microfinance loan.

C. THIZ RESPONDENT’S RESPONSE TD THE COMPLAINT
9. The response to the complaint was made vide a letter dated 15% June 2023 and
received on 15™ June 2023.

10.In its response, the Respondent did address the alegations co"tained in the
complaints leveled agairst it. The Respondent responded to the cornplaint and
went ahead tc state how it had complied with *he Data Protection Act.

11.As to compliance with the Act, the Respondent stated that: -
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a) The i mp!dmant has been one of melr clients since 11% April 2014. Furth&r that

c)

d)

9)

h)
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the last loan facility obtamud by the cumniamaﬂt was qu« cessiii iy (1ed\ed on the

11th of May 2021.

The Corapany provided the loan account customer statement and a letter of rion-
inclabtedness for the Complainant as evidence affirming the complainant had no

outstanchng loan.’

The Re: ,pondent statec that due to an nverought thL . onr\p1a|nancc name was still
mcluded on the list of ‘default borrowers resulting in the unintended

communication.

The Respondent stated, as to the mitigation measures adoptad to address matters
arising from the complaint, that they promptly rectified the loan account
information of the complainant, and ceused ali communication regarding an

outstanding loan to the complainarit.

Further the Respcndent stated that they conducted a comprehensive review of
their borrower list, updating loan bal:ances accurately and eliminating discrepancias

and inaccuracies in their records.

On tachnological and organizational safeguards put in place, the Respondent
stated that the institution had reinforced their review and quality assurance
orocedures to maintain ongoing monitoring of records of their borrows and
communications, to identify and address potent |al issues promptly and ensure their

clients receive accurate and appropriate mformatlon from them.

The company limits the collection and processing of personal data strictly to the
extent necessary to provide our customers with the bariking services they require,

to corply with regulatory requirements.

The Respondent provided theih Cata Protection Policy, which contains the data

protection complairlts procedure.

D. ISSUE FOR DETERMINATION
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i.  Whether the Re:spondent has vidlétrmd the: pnncnples of Data Protectlon as
provided for in the Data Protection Act, 20109.

E. ANALYSIS -
WHETHER THE RESPONDENT HAS VIOlA'lED THE PRINCIPILES OF

DATA PROTEC IION AS PROVIDED FOR 1[N THIE DATA PROTECTIQN
ACT, 2019,

12.As a point of departure, this Office woaould like .to note that after the Respondent
received the notification of the complaint lodged against it, it rectifed the
Complainant’s data stored in its system and ceased the unnacessary
communication with the Complainant.

13.Section 25 of the Datz Protection Act, 2019 provides for the Principles of data
protection. Section 25 (f) in particular, states that “Every data controllei ¢r
data processor shall ensure that personal data is accurate and, where
necessary, kept up to date, with every reasonable step being taken to
ensure that any inaccurate personal data i« erased or rectiiied without
delay.”

14. Further, section 26 states that @ data subject has a right (d) to correction of
false or misleading data; and (e) to deletion of false or misleading data
about them.

15.1t is evident that the Respondent had custody of the Complainant’s personal data.
Therefore, they had a responsibility under the Act to ensure that the personal data
o’ the complairart is accurate and kept up to ciate and taie appropriate meascres
to i'eectify or erase inaccurate data promptly.

16.From the complaint and the response, it is evident that the Respondent failed to
comply with the provisions cf the Act. The Respondent failed to ensure personal

data of the Complainunt is accirate and kept up-to-date.
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17.The failure of the Respondent to uphold the principles of Data Protection
consequently led to the Complaimant’s name being listec in the default borrowers
list. Further, the Complainant received numerous spam messages from the

Respoident concerning the microfinance loan.

18.The Responderits admizted that as an “oversight” which led to the. Complainant’s
name to continue Leing part of the list of default borrowers which resulted in the
urintended communications to the Compiainant despite the Complainant having

already settled the outstanding loan balance.

19. Although the Re ,pondent stated that they had promptly updated their records and
rectified the matter, they should have ensured the information of their clients are
accurate and up-to-date at all material times. As such, the Respondent has violated

the principles of Data Protection as provided for in the Data Protection Act, 2019.

20.Tn as much as thers seems to be a violation cf the principles of Data Protection, it
is not lost on our mir.d that the Complainant did rict exercise her right with the
Respcndent on the first instance and that it used this office as a first port of call.
When this office notified the Respondent of the complaint the Respondant rectified
and updated its records with tegards 0 the compiaint. As such the complaint
stands recolved. The Respondent has since crased and cr stopped the unnecessary

communication with the Complainant.

71.In addition to the foregoing, the Respondent has adduced evidence in
demonstration of their immense compliance with the Data Protection Act and
Regulations. On this, the Office would like to note that Cornpliance is an ever-
continuous process and that compliznce needs not only be seen on paper but also

in practice through implementation and operationalization.

F. FINAL DETERMINATION ‘
22.The Data Commissioner, therefore, makes the following finai determination;

a. The Complaint against the Respondent by the Complair:ant stands resolved and
as such it is marked as closed.
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b. Parties have the right to appeal to the High Court of Kenya.

DATED at NAIROBI this Z __say of A‘fjdf/' 2023.

272

Immaculate Kassait, MBS
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