COMPLAINMANT

-VERSUS-

BEEHI'/E MEDIA LIMITED....c0ueieereereesssnnereressssmnes monvennnnnnnd RESPONDENT
DETERMINATION
(Pursuant fo Section 8 (f) and 56 of the Data Protection Act, 2019 and Regulation 14
of the Data Protection (Complaints Handling Proceclure anc! Enforcement)

Regqulations, 2021 and the Judgment in Nairobi Fligh Court Constit stional Petition No.
£321 0 2021)

A. INTRODUCTION
1. The Constitution of Kenya 2210, under Article 31 (c) ard (d) provides for the
right to privacy. Cor.sequentlv, as an effort to further guarantee the same, the

Data Frotection Act, 2019 (hereinafter known as ‘the Act’) was enacted.

2. Section 8 (f) of the Act provides that the Office of the Data Protaction
Cornmissioner (hereinafter known as ‘the Cffice’) can receive and investigate
any complairit by any person on infringements of the rights under the fct.
Furthermore, Section 56 (1) provides that a data subject who is aggrieved by
a decision of any person under the Act may lodge a complaint with the Data

Commissioner in accordance with the Act.

3. The Cffice was astablished pursuant to Section 5 of tha Act and is mandated
with the responsibility of regulating the processing of personal data; enstring
that the processing of personal data of a data subject is guided by the principles
set out in Section 25 of the Act; proteciing the privacy of individuals;

establishing the legal and institutional mechanism to protect personal data and
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providing data subjects with rights and remedies o protect their personal data

from processing that is not in accordance with the Act.

4. The Office received a complaint dated 5% May, 2023 zursuant to the Judgement
in Liburuwen Lasangury Kweri vs Beehive Media Limited and Capwel
insustries Limited Nairobi High Court Constitutional Petition No. o
@\ hcre the court ordered that the Petitioner ougtit to have lodged his
complaint or. Article 31 of the Constitution to this Off'ce undler the provisions

of the Data Protection Act.

5. The compleint was thereby lodged in acrordance with Section 56 of the Act. and
Regtletion 14 of the Data Protection (Complaints Handling Procedure and
Enforcement) Regulations, 2021 (the Regulations’) from the Complainant who

was an aggrieved data subject.

6. Pursuant to Regulation 11 of the Reculations, the Office, notified the
Respondent of the complaints filed against them vide a letter dated 22" May,
2023 referenced ODPC/ZONF/1/5 VOL 1 (264) and required their response
within 21 days. Upon receipt of the respcnses, the Office ccnducted

investigations as raguired by Regulation 13 (1)(d) of the Regulations.

7. This determination is therefore as a result of analysis of the complairt as
received, the responses from the Respondent and investigations conducted by
the Office.

B. NATURE OF THE COMPLAINT
8. The Complainant is a resident of Samburu County and the Respondent, at all
material times relevant to this Complaint offered digital marketing services for

Capwell Industries Limited (‘Capwell’).
9. The Complainant was aggrieved by the publishing of his image without his
authorisation on Capwel!'s Facebook page.
C. ANALYSIS OF EVIDENCE ADDUCED
I. THE COMPLAINANT'S EVIDENCE
10.The Complainant, through his advocates filled Form DPC 1-Complaint
Submission Form and stated that the Respondent published the Complainant’s
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photograph without authorisation on Capwel’s Facebook page with 168,576
followers in advert'sement of Soko Maize Flovur.

11.The Respondent then republished the Complainant's pnotograph without his
authorisation on Capwel’'s Twitter handle with 4,212 followers aad on ther
Instagram Pzge with 3,516 followers in further zdvertisement of the maize

flour,

12.The Complainant stated that the publications remained accessible to the
ceneral public and were widely seen and reacted upon and that the Respondent
used his image for commercial, for-profit purposes without his knowledge,
awareness or prior —onsent.

13.The Complainant zverred that the use of his image was nct. only misleading but
also unconscionible and in violation of his rights to pubiicity.
14.The Complainant stated the particulars of violation of privacy as follows;

i.  Publishing and leaving the advertisement containing his photograph for
9 days;

ii. ~ Failure to notify him of the intended use of hic photograph for
commercial purposes;

iii.  Failure to obtain his consent befcre the publication;

iv.  Giving members of the public the impression of his endorsement of the

advertisement;

V.  Giving the public the false impression that he had been appropriately

remunerated for the use of his photograpk.

15.The Complainant also submitted particulars of defamation. However, this Office

does not have jurisdiction to determine on defamation matt.ars.

16.The Complainant stated ttat the Respondent caused him needless and

unnecessary mental anguish, torture and stress.
17.The Complainant attached a supporting affidavit deponed by himself reiterating
the facts of the complaint as stated in the complaints form. He attached severzl

screenshots marked &s exhibit “.LK-1" of several acvertisemerits containing his
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image. He also attached a screenshiot of Whatsapp messages from persons

insinuating that he was paid for the advertisements.

18.The Complainant averred that he did not receive any written apclogy despite

demand.

He attached a copy of a demand letter sent to Capwell Incustries Lim'ted.
Howaver, the letter did not bear a receipt stamp indicating that Capwell
received the latter. Tt is also noted that Capwell is not a Respondent in this

complaint.

19.The Complainant attached a copy of the Judgemznt that informed the lodying

of his. complaint at this Cffice.

20.Copies of the Complainant’s photographs showing his likeness and a copy of
his Identity Card were also sroduced as evidence.

21.The Complainant sought the following remedies:

i. A declaration that the Respondent’s actions armounted to breach of his

fundamental right to privacy under Article 31 of the Constituticn;
ii.  An order for compensation by the Respondent;
iii. Recommendation for prosecution;

iv. Issuance of an enforcement notice to the Respondent in accordance with

the Act and Regulations.

22.He sought compensation for Kshs. 5,000,000 or any other amount of
compensation as will be determined by the Data Commissioner. He relied on

the following authorities regarding compensation:

i. M W K v ansther vs. Attorney General & 3 others (2017) eKLR
where the court awarded a global sum of Kshs. 4,000,000 for breach of
privacy;

i. Ann Njoki Xumena vs. KTDA Agency Ltd (2019) eKLR where the
court, having considered the purpose to which the photograph was used
awarded the plaintiff Kshs. 1,50C,000.
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ii.  Mutuky Ndambuki Mailingi vs. Rafiki Microfinance Bank Limited
(2021) eKLR the court granted the surn cf Kshs. 2,000,000 as damages
for violation of the Petilioner's right to dignity and privacy.

\v.  David Gicheru v Gicheha Farms Limited & another (2020) eKLR
where the court awarded the petitiorer Kshs. 1,500,000 as
compensation.

II. THE RESPONDENT’S EVIDENCE
23.The Respondent, through its advocates, provided a response to the allegations
‘against them vicle a letter dated 12t June, 2023 and stated that;

24.1t is an ad agency that provides creative Cesign, advertising and

communications services to its portfolio of clients.

25.1n 2021, the Respondert was orboarded by Capwell industries for provision of
the above services which were to be rendered in respect of their maize flour
products commonly known as “Soko” and “Amaize”.

265. In exzcuting its mandate, the Respondent procured a licence from a public and
royalty-free image repository by the name of Shutterstock Inc (‘Shutterstock”)
and the image was acquired for fair value and in good faith. Shuttersiock is an
American company which owns a website which is @ marketplace for high-

quality royalty-free photographs, videos, aniong others.

27.The licence they acquired permitted them to utilize the Complainart’s image
for editcrial purposes and that Shutterstock operates on the base of a royalty-
free licence agreement therefore the fee paid for an image is the only fee
payable for it. Thererore, the licensee will not be required to pay royaities for
the use of the images.

The images on Shutterstoc’s website have a watermark with their logo hence
cannot be illegally downloadad and used without a licence and one can only

download files from their website after paying licence fees.
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28.The images on Shutterstock are uploaded by contributors who operate accounts
on its website. The Compiainant’s image was acquired from a contributor
known as ‘Papa Bravo’ (‘the contributor’) who describes himself as a

phiatographer and biologist or; his profile.

29.The Complainant’s image was utilised in what it reasonebly believed to be for
educative znd social purposes. The image was us2d in a nost on Father's Day

to show benevolence to fathers.

30.1t legitimately acquired a licence over intellectual property; the Complainant’s
image from Shutterstock for purposes of utilising the same on Capwell’s social
media platforms and to celebrate Father’s Day. The Respondent claimed that it
lawfully acquired the picture of an African man of Kenyan descent to represent
a father in its campaign to celebrate Father’s Day. The mage was not used for

conimercial o profit purposes by the Respondent.

31.The Respondent stated that it held an honest belief that using the
Zomplainant’s image was editorial use of the image which was consistent with

the terms of the licence under which the same was acquired.

32.The Respondent denied taking the Complainant’s image as it was sourced from
a naid-for and public repository where it rermains to this date. The image cen
be seen, re-shared and downloaded by third parties from Shutterstock’s website
without tha Complainant’s consent or authority as long as the third parties

obtain the requisite licence from Shuttersteck.

33.The image was licenced from Shutterstock and as per the licence, no authority
or consent was to be ootained from the Complainant prior to the use of his

image.

34.The Respondent made submissions regarding defamation. However, as stated

above, this Office only confines itself to privacy issues.

35.The Respondent averred that the Complainant is not entitled to the remedies
sought. However, they stated that should this Office finc them liable, it was

their submission that an award for compensation be guided Ly the folloving:

i. The public profile of the claimant;
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ii. The permanence of the publication medium;
ii. The length of the violation; and
iv.  Proof of damages suffered if any.

36.They relied on the following cases:

i. Alternative Media Limited vs $afaricom Limited (2005) eKLR
where the court awarded the clairnant Kshs. 100,000 for copyright
infringement noting that the claimant had failed to provide a meaningful

criterion for calculation of the damages awardable.

ii. Wangechi Waweru Mwende vs Tecno Mobile Limited; Rodgers
ouma t/a Ojwok Photography (Third Party) (2020) eXLR where
the court awarded the claimant Kshs. 500,000 for infringement of the

plairitiff's right to privacy.

ii. FAF (suing on her own behalf and as a next friend of SAS and
NAMS) vs Norvvegian Refugee Council (2019) eKLR where the court
awarded Kshs. 70,000 for each of the claimants.

iv.  Mutuicu Ndambuki Matingi vs rafiki Microfinance Bank Limiced
(2021) eKLR where the court, considering the violation was from 2017
to 2020, awarded the petitioner Kshs. 2,000,000 for viclation of the
petitioner’s right to dignity and privacy.

37.The Respondzni stated that in this instance, the image was purchased as a
rovalty-freae image and the allegad violation was for a period of about 7 clays.
Additionzlly, the post was pulled dewn immediately upon receipt of demand
and they held the mistaken belief that the image was used in accordance with

the terms of licence on Shutterstock’s website.

38.Therefore, the Respondent proffered an apology in writing and they propose
nominal damages.

39.The Responcent provided the licence they obtained from Shutterstock together
with proof of payment and correspondence between themselve:z and the

Complainant in an attempt tc amicably resolve the matter.
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40.They stated that the posts were deleted imrnediately it was brought to their
attention and an apology was tendered in person to the Complainant during

out of court negotiations “hat did not succead.

41.The Respondent had no cause to suspect that legitimately procuring the
Complainant’s image for use would violate his privacy rights, given that the

image was already nn a mass-produced and royalty-free platform.

42.0n the issue of the legal hasis that the Respondent relied upon to process tre
Complainant’s image, the Respondent stated that it collected the image from a
publ'c repcsitory and had reasonable belie” that the data was in a public record
as a deliberate action on the part of the Complainant and that he had consented

to his image being neld in Shutterstock.

43.Further, the Respondent stated taat it hed a legitimate belief that the
Complainant consented to Fris image being used in line with Shutterstock’s
licence and that the prccessirg was necessary for complianca with its legal

obligations under the contract with its client (Capwel)).

44.The Respondent stated tha* it has a Data Protection Policy in place and shail
ensure compliance by all staff. Tley provided the said Policy as proof of the

scrne.

45.The Respondent was directed in the Notification Letter to demonstrate how it
balances the rights and freedoms of the cata subjects vis a vis internal policies
and procedures. It responded that they have put in place a Diita Protection
Policy which will be available to data subjects on their websit: and shall provide

the policy to data subjects when they interact with them.

46.Further, it stated that it shall cbtain specific and express consent from data
subjects before callecting, using, or sharing their personal information; and
shall extenc to data subjects the right to access, correct, delete or restrict the

use of their personal information.

47.The [espondent stated that it shall take steps to protect the privacy and

security of personal informaticn by implementing appropriate technical and
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organizational measures to protect personal inforrmation from unauthorised

access, usz, disclcsure, alteration or destruction,

48.They indicated that they designated an email address where data subjects may
send comp'aints about the handling of personal information and have also
appointed a data protection officer.

49.The Resoondent stated that it endeavours to conduct regular privacy audits in
order to identify and address any gaps ir its privacy program. Further, they
stated that they shall train ernployees on privacy, their data protection policies

and how to protect the privacy of personal informatior.

50.As a mitigation measure, the Respondent stated that it has not renewed its
licence from Shutterstock since the Complainant: asserted that his image was

on the websit= without his express consent.

51.The Respondent also wanted this Office: to consider that upon the occurrence
of the facts giving rise to the comolaint, the agreement. between themselves
and Capwell was terminated. They provided a letter from Capwell dated 3
September 2021 acknowledging receipt of a Termination Notice datad 13th

September 2021 for an existing contract dated 4t January 2021.

D. INVESTIGATIONS UNDERTAKEN

52.The Responaent provided an invoice as procf of payment of the licence from
Shutterstock. The invoice was billed to one D and it was for a 1-
year upfront subscription for US$975.00.

As part of its investigations, the Off.ce wicte to the Respondents vide a letter
dated 10™ luly, 2023 and referenced ODPC/CONF/ 1/7/2 Vol 1(328) requesting

them to clarify on the capacity in which SIS Was acting on behalf of
the Respondent as shown in the invoice.

Vide a letter dated 24t July 2023 anc referenced LAK/LIT/933/21/EKE the
Respondents forwarded the Form CR12 of the Respond:nt confirming that
@R s one its Directors/Shareholders and therefore authorised to act
on behalf of the Respondent.
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53.The Office also reguested the conract hetween the Respondant and Capwell
Industries and specifically the clause on data protection and privacy. Vide the
same letter, the Respendents forwarded an unsigned confract dated gth
January, 202... The contract did not contain any prcvision on data protection

and privacy.

54, Additionally, the Office wrote a letter to Shutterstock Inc. asking them to
provide details on the Complainant’s image was still on their website and if the

Complainant consented to the same. The letter went unanswered.

55.Further investigations into Shutterstock’s website revealed that they hive a
Terms of Service (TOS). Part III of the TOS provides for WARRANTIES AND
REP[:ESENTATIONS. Relevant to these invastigations was section 3.1 (b) of the
TOS which provides that:

“Video and Images in its original unaltered form ard used in full compliance
with this TOS and applicable taw, will not vivlate any thira parties’ rights
of privacy or publicity...”
E. ISSUES FOR. DETERMINATICON

56.Having considered the nature of the complairit, the evidence adduced by all
parties to the complaint and the investigations conducted 2y this Office, it is
not in dispute that the Respondent used the Complainant’s image in its

advertisements on various social media platforms.

557.The Raspondent did not deny that they did not seek express consent from the
Complainant to use his images because they cbtained the imags from
Shutterstock whict: they had a licence to use his image. They operated on the
mistaken belief that Shut*erstock or its contributors had obteined consent from

the Complainarit.
58.The issues for determination are threfore:

i.  Whether the Respondent infringed the Complainant’s right to privacy;

and

ii.  Whether the Complainant. is entitled to the remedies sought for the

alleged breack..
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WHETHER THE RESPONDENT INFRINGED THE COMPLAINANT’S RIGHT
TO PRIVACY

=9.The right to privacy is enshrined in the Constitution under Article 31. The Act
was enacted to effect Article 31 (c) and (d) which prcvides that every person

has the right to privacy, which includes the right no™ to have;

¢) Information relating to their family or private affairs unnecessarily required
or revealed; or

d) The privacy of their communications infringed.

60.Further, the Act defines a data subject as an identified or identifiable natural
person who is the subject of personal data. Personal data means any
information relating to an identified or identifiaple natural person. An
identifiable natural person is person who can be identified directly or indirectly,
by refererce to an identifier such as a name, an icentification number, locatior,
data, an onlirie identifier or to crie or more factors specific to the physical,

physinlogical, genetic, mental, economic, culturalor social or social identity.

61.A data subject under Section 26 of the Act has the right to be informed of the
use to which their personal data is to be put and to object to the processing of
ell or part of their personal data. The data subject in this case is the
Complainant in this matter.

62.The: Complainant has the right to be informed of the use of his image as clearly
proviclecl under Section 29 of the Act which sta‘es that a data controller or data
processor shall, before: collecting personal data, in so far as practicable inform
the data subject of his rights specified under Section 26 and the purpose for

which the personal data is being collected.

63.Further, in Jessicar Clarise Wanjiru vs. Davinci Aesthetics &
Reconsiruction Center & 2 others (2017) ekLR, Mativo J. observed .
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“_.any intrusion of personal life by whatever means or form such as
photography, written articles or caricatures may be ground for an action for

breach of privacy.”

In 7.0.S, vs. Maseno University & 3 Cthers (2016) eKLR the court held
that;

™ it is clear that publication or use of the images of an individual without his

consent violates that person’s right to privacy...”

64.Indeed, the Respondents have made their case that they acted on the mistaken
beiief that the Complainant kriew that his image was on Shutterstock’s website
and therefore did not seek. his consent before using the said image thereby
iniringing on his privecy. The Office has also considered the misigation
measures that the Respondent took to resolve the complaint being; pulling
down the advertisemem':s, terminating the contrect they had with Capwell
Industries and reaching out to the Cornpleinan® to try and resolve the matter

out of court and nut of this Office.

65. onsequently, as a data controller and data processor, the Respondznt ought
to have been alive to the principles of data protection, one heing data protection
by design and default, and ensure that they have express consent from data

subjects whose irnages they use for advertisernents.

The Respondent is therefore directed to put these measures in place to ensure
that they obtain express consint from data subjects before using their image

ancl uphold all other rights of data subjects as stipulated under the Act.

II. WHETHER THE COMPLAINANT IS ENTITLED TO THE REMEDJES SOUGHT
FOR THE AlLlI.LEGED BREACH

66. The Complainant sought a declaration that the Respondent’s actions arnounted

to breach of his right to privacy under Article 3 of the Constitution. This Office

does not have jurisdiction to make such a declaration on the basis that this is

a preserve of the Courts on interpretat'on of the Constitution.
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67.The Complainant also prayed for compensation to be determined by the Data
Commissioner.

In MWK & Another vs. Attorney General & 3 Others (2017) eKLR the
court held :chat:

"It is self-evident that the assessment of compensation for an injury or loss,
which is neither physical nor financial, presents special probiems for the judicial
process, which aims to procuce results objectively justified by evidence, reason
and precedent. Subjective feelings of upset, frustration, worry, anxiety, meiital
distress, fear, grief, anguish, humiliation, unhappiness, stress, depress’on and
so on and the degree of their intensity are incapab'e cf objectiva proof of or

measurement in monetary terms.”

68.Additionally, in Jessicar Clarise Wanjire vs. Davinci Aesthetics &
Reconstruction Center & 2 others (2017) eKLR, the court considerad the
swiftness with which the bill boards in question were removed and found that

the Petitioner did rot demonstrate that she suffered any loss.

69. Similarly, the Complainant did not clearly demonstrate any financial loss caused
by the Respondent: to justify compensation. Further, the Respondelts evidence
that they obtained licance from Shutterstock where they got the image from is

sufficient proof that there was lawful publication of the Complainant’s image.

From the foregoing, the prayer for compensation against. the Respondent is
cenied.

The Complainant is however advised to raise the matter with Shutterstock or

the contributor who uplcaded his photo on their platform,

70.The Complainant also sought for recomm.endation for prosecution and issuance
of an Enforcement Notice to the Respondent. These remedies are not applicable
in this complaint as the Respondent: is not lizble for any criminal offenca urder

the Act and is not liable for breach of the provisions of the Act.
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F. FINAL DETERMINATION
71.1n consideratior: of all the facts of “he complaint, the eviden:e tendered and
the investigations conducted, the Data Comrnissioner makes the follov/ing
determination:
i, The complaint against the: Respondent has been sufficiently addressed

and is hereby resolved and closed.
ii. Parties have the right to appeal this determination.

s

DATED at WNAIROBI this day of Ali?u.r'é 2023.

Immaculate Kassait, MBS

DATA COMMLSSIONER
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